TROK V2.1 OIIMCAHUE PEJ/IN3A

JIATA

08 centsibps, 2026

ABTOP

Komanza pa3paborkun TROK

O npoaykre

Cucrema xpaHeHusi JaHHbIX « TROK» - poccuiickasi mporpaMMHO-oMpe/iesisiemMast

CHUCTEMaA XpPdHEHHA NdHHBIX.

Omucanue BBIITYCKAd

N3meHeHus (yHKIIMOHA/IbHOCTH

HNobaBneHa ¢yHKIMOHATBHOCTE T'MOKOW  KOH(PUrypalid  XpaHWMILA C
pasjie/ieHreM JIWCKOB Ha rpyrrbl. [JJaHHas (yHKIMOHA/IBHOCTh MO3BOJISIET CO3/laBaTh
KJlacChl XpaHeHus B ofHOM Knactpe SDS TROK.

HNobaBneHa (QyHKIIMOHATBHOCTh TErMPOBaHUs TYJIOB XpaHeHUs U pecypcoB. Teru
MOTYT OBITh MCITO/Ib30BaHbl [ijisl yKa3aHWs MYJI0B, Ha KOTOPBIX MOYKET pa3MeIlaThCs
pecypc.

3HauMTe/IbHO YCKOPEHO Co37AaHue OJIOUHBIX YCTPOHCTB Oosibiioro obbvéma. B
HOBOM Bepcuu OJIOUHBbIE YCTPOMCTBA TPU CO3JAHWM OUMILAIOTCS JIOKalbHO 6e3
1MoOHUTOBOM CHHXPOHU3AINH Uepe3 CeTh.

M3meHeH BeO-cepBep ¢ Nginx Ha Apache st makeTta trok-webui

IobaBneHa GyHKIIMOHATLHOCTE YITPAB/IeHUS K/TFouamMH octyria K API.

VcnipaB/ieHus | yJIy4dlieHUus1 6€301acHOCTH

WcnpaBneHa ommbKa moJcuéta cBOOOAHOTO MPOCTPAHCTBA B K/lacTepe.

VcripaBneH U y/yudllleH aJfOPUTM pasMellieHUs pecypCcoB IIpU CO3[JaHUM U
BOCCTaHOBJ/ICHUU PeIUIUK pecypCoB.

N3MeHeHUsA B COCTaBe NPOAYKTA

Nob6asnen komrioHeHT Apache g1 WEB cepBepos.

KomnoHeHT Nginx MCK/IHOUEH M3 MMOCTAaBKU MPOAYKTA.



TpeOoBaHKsI K OKPY)KEeHUIO

MuHuMarbHble TpeOoBaHus K arnrapatHoMy obecrieuenuto: 2 CPU, 8 I'b RAM, 20
I'b HDD.

ApxutekTtypa x86-64 niu amd64.

[Topmep>xvBaemsble Bepcuu Astra Linux u sgpa OC:

-1.7.6, 1.7.6uul, 1.7.6uu2, 1.7.7, 1.7.7uul, 1.7.7uu2, 1.7.8, 1.7.9;

-1.8.1,1.8.2,1.8.2uul, 1.8.3, 1.8.3uul, 1.8.4, 1.8.5

Anppa Linux: 5.4.x, 5.10.x, 5.15.%x, 6.1.x, 6.12.x

B03M0)XHOCTH MUTPaIL{UM C IpebIAYLIUX BepCH MPOJyKTa

[ Bepcuu TROK 2.1 noapepxuBaetcsa murparys ¢ sepcud TROK 2.0.

Onucanue NOCTaBKH

ITocraBka B Bujle iso o6pa3a TROK-2.1.iso

[TocTaB/nisieMble B iso oOpa3e makeThl, UCTIOHsIeMble (ali/bl U JOKyMeHTHI.

Nwms aiina Bepcus | Onmcanue

trok-installer 2.0 KOHCO/IbHBIN yCTAaHOBIIUK MTAKeTOB
trok-installer-gui 2.0 ['pacdrueckuii yCTaHOBIIUK MMaKeTOB
trok-webui.deb 1.3 ['padrueckuii Beb-uHTepdeiic ynpasierus CX/1
trok-s3gw 1.0 KomrmoneHT zyist o6ecrieuenust paboter S3 API

drbd-dkms.deb 9.2.11 Mopyas siagpa DRBD
drbd-ueficert.deb 9211 UEFI Secure Boot ceprudukar mms mogmicu DRBD-

MO JIst
drbd-module- 9.2.11 MUcxoguuku DRBD-moayns sigpa

source.deb

coccinelle.deb 1.2.0 NHCTpyMeHT [/ aBTOMAaTHM3UMPOBAaHHOIO aHaav3a U

rpeoOpa30oBaHus MCXOJHOTO Kozfa Ha C (BK/MOUEH Kak

3aBUCUMOCTB 151 drbd-dkms)
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drbd-reactor.deb

drbd-utils.deb

golang-

migrate.deb

trok-

controller.deb

trok-auth.deb

trok-cp-
endpoint.deb

trok-worker.deb

nvmetcli.deb

resource-

agents.deb

libgb0.deb

python3-trok.deb

astra-trok-

2.0.0.tar.gz

installation-

guide.pdf

14.1

9.28.0
4.19

1.3

1.3

1.3

1.3

0.8
4.16.0

1.0.6

2.0

2.0

Kowmrionenr  gjis

DRBD B

dBTOMATHU4UYeCKOI'o YIIpaBJ/IeHHUA

pecypcamu Linux, ob6ecreunBaroIimii

VHTeJUIeKTya/IbHYIO PeakLivio Ha COObITUS B KJlacTepe
YTunutel asig ynpasinenuss DRBD-ycrpoiictBamu

VIHCTpyMeHT [iJisi yTpaB/ieHUs] BepCUsMH 0a3bl JaHHBIX
(BK/IFOUEH Kak 3aBUCMMOCTBL Ajis trok-controller, trok-

auth)

[leHTpasibHBIM mporpaMMHbIl KoHTposiep SDS TROK
(ynpaBnsieT BcemMM y3/1aMu xpaHeHusi (worker) u

obecreunBaet corsiacoBaHHOCTb DRBD-ycTpoiicTB)
Cepauc ayrenTudpukanuu CX/] TROK

Cepuc 06pabotku API-3anpocor CX/] TROK

Cepsuc ympasnenns DRBD pecypcamu Ha ysie

XpaHeHus
O6osi0UKa aAMUHUCTPUPOBaHUS A1t XpaHutui NVMe

Habop CKpUNTOB U YyTWIUT AJisi yIIpaB/ieHUsl pecypcaMu

B KJ/IaCTepax BBICOKOM JOCTYITHOCTH

Peamu3anusi  6ubsmoreku libgb  (BkmroueHa — Kak
3aBUCHMOCTB JIJIsSI resource-agents)

Python-6ubmoreka pgns  pabotet ¢ REST API
KoHTpoJitepa TROK

Ansible-konnexius astra.trok JUISt

aBTOMATU3MPOBAHHOIO PAa3BEPThIBAHUS M HACTPOWKHU

kiactepa TROK SDS

PykoBogcTBo 110 yctaHoBKe TROK

TROK



trok-controller- 1.3 Merta-nakeT [Jjisi yCTaHOBKM HOJbI KOHTpOJIepa

meta.deb (comep>XuT B cebe TOMBKO 3aBUCUMOCTH)

trok-worker- 1.3 Merta-nakeT A/ yCTAaHOBKM  HOJBI  CaTeJIUTa
meta.deb (comepxuT B cebe TOMBKO 3aBUCUMOCTH)

trok-harbor- 1.3 Merta-naket /i1 ycTaHOBKH trok-gateway (cozep>XuT B
meta.deb cebe TOJILKO 3aBUCHMOCTH)

trok-combined- 1.3 Merta-niakeT AJii YCTAHOBKA KOMOWHUPOBAHHOW HOJbI
meta.deb (comepxuT B cebe TOMBKO 3aBUCUMOCTH)

HcTopus Bepcui

Howmep | [laTa BbIITycKa Ornuvcanue

BepCUU

2.0 30 vrons 2026 V3meHeHus1 QyHKLIMOHATBHOCTH:
— JobGaBrieHa (YHKIMOHA/NBHOCTE  0OBEKTHOTO
XpaHuuiia S3
— Peamu3oBanbl 6a3zoBble dyHKIMM S3 APl mns
pabotsl c oobektamu: PUT, GET, HEAD, DELETE.
— Peanv3oBaHbl MeTOABI yIIpaB/ieHUs OakeTamMud U
JIOCTYTIOM K HHAM.
V3MeHeHus1 B cOCTaBe MPOAYKTa:
— [HobGaBneH KOMITOHEHT trok-s3gw LISt
obecrieuenust pabotsl S3 API
1.3 12 nronsa 2026 N3meHeHus1 GyHKLMOHATBHOCTH:
— JloGaBneHa (GyHKOMS W3MeHEHWs pa3mepa
6JI0UHOTO YCTPOMCTRA;
— Hob6asnenHa pynkius Allow2Primary;

— HNobGaBneHa ¢yHKIMs BbibOpa  MPOTOKOA

perviMKalyd TPy CO3/laHuu  OJIOUHOTO yCTPOMCTBA.
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1.2

1.1.1

1.1

26 mapra 2026

21 suBaps 2026

19 nexabps 2025

Temepb JocTymeH BbIOOp TpoTOKOMa A Jjid

ACMHXPOHHOW pPeryIMKAaLUM JJaHHbIX.

M3meHeHus1 HyHKI[MOHATBHOCTH:

— MNob6aBneHa (yHKIMsA CO3[aHUS MOMEHTATHLHOTO
CHUMKa 0JIOUHOTO YCTPOMCTBA;

— [HobaBneHa byHKIs BOCCTAHOBJ/IEHUSI
COCTOSTHUSI OJIOYHOTO YCTPOMCTBA M3 MOMEHTAbHOIO
CHUMKa;

— HobGaBneHa GyHKOMS  CO37jaHUs  OJIOYHOTO
yCTPOMCTBA K/JIOHHWDOBaHHWEM U3 MOMEHTaJbHOTO
CHUMKa.

M3MeHeHHs B COCTaBe TPOAYKTa:

— HobaBneHa Oubmmoreka python3-trok s
pabotsi ¢ REST API kouTposiepa TROK.

— MNob6aBneHa Ansible kostekius astra.trok s
aBTOMAaTHM3UPOBAHHOTO pPa3BEPTHIBAHUS U HACTPOUKHU
KJlacTepa.

VcripaBneH  TIpollecC  CO3/laHUST W y/la/leHus
JIOTUYeCKOTo TOMa.
N3meHeHus1 hyHKIIMOHATBHOCTU:

— Pa3paboran cepeuc trok-worker /151 yripaBieHust
DRBD pecypcamu Ha y3/1e XpaHeHus;

— [obaBneHa BO3MOXKHOCTh aBTOMAaTUUYECKOTO
pa3MellleHrsi TOMOB pecypca Mpy CO3[jaHuU pecypca;

— MobaBneHa moagep>kka co3ganus — diskless
PeruvIvK pecypca;

— [obaBneHa BO3MOXXHOCTb poTariuu log daiinos.

VcnpaB/ieHus U ynyullieHyst 6€30MacHOCTH:
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1.0.1

1.0

24 cenTsiops 2025

28 aBrycra 2025

— YcrpaneHa ysa3sumoctb CVE-2025-5518.

M3mMeHeHUs1 B COCTaBe MPOJYKTa:
— Kommonent linstor-satellite  uMck/IOUéH U3

cocTaBa MpPOAyKTa.

V3mMeHeHUs1 B COBMECTUMOCTH:

— [NobaBneHa moagep)kka Astra Linux 1.7.6uul,
1.7.6uu2, 1.7.7uul, 1.7.7uu2, 1.7.9, 1.8.1, 1.8.2,
1.8.2uul, 1.8.3, 1.8.3uul, 1.8.4 u Linux kernel Bepcuii
5.4.x, 5.10.x, 5.15.x, 6.1.x, 6.12.x.

HNobaBnena moagep)kka Astra Linux 1.8.2.7, Astra
Linux 1.8.2.8, Astra Linux 1.8.3.7, Astra Linux 1.8.3.8
v Linux kernel Bepcuii 6.1.90, 6.1.124, 6.1.132.
Ynyumiena OGe3oracHocTh. IIpu BbizoBax HTTP API
0bs13aTenbHO TpebyeTcst ayTeHTU(hHKALHS 10 TOKEHY.

C wnenpio TOBBINIEHHA YA06cTBa M 3h(EKTHBHOCTH
B3aUMO/IENCTBUS TM0/Ib30BaTe st ObLT

yCOBEpPIIIEHCTBOBAH ~ MHTepderc  BeO-IpUIoKeHHUs

(WEB UI).

B Bepcuu 1.0 pa3paboTaH mporpaMMHbBIA KOHTPOJITIED
CX/ TROK.
@yHKIMK nporpaMMHoro koutposuiepa CX/I TROK:

— JlokanbHasi ayTeHTU(UKaLMsl TOJb30BaTesisi M0
npotokony OAuth 2.0;

— Pa3paboraHa ayTeHTU(]UKALMSI TI0O TOKEHYy AJis
API ynipasnienusi kontposuiepoMm CX/I TROK;

— Co3panue, BBIBOJ IapaMeTpOB U yZaJieHHe
y3/10B XpaHEeHUS;

- COB,E[&HI/IE, BBIBOZI IIdpAMETPOB W Yy/d/IeHHue

TROK



0.1.1

0.1

15 Urona 2025

07 Masa 2025

IyJ/IOB XpaHeHUs;

— Co3paHve, BbIBOJ, TMapaMeTpoOB U yZajieHue
TPYIII PECYPCOB;

— Co3paHue, BBIBOJ, MapaMeTpOB U yZajieHue
111a0/IOHOB PeCypCoB;

— Co3paHve, BbIBOJ, TMapaMeTPOB U  yAajieHue
pecypcos;

— BpIBOZ, TapaMeTpoB TOMOB;

— BBIBOZ, COCTOSIHUSA PeCypCoB;

— ABTOMaTHuecKoe pa3MellleHHe perviMK pecypca
Ha HOZAx KJjacTepa B COOTBETCTBUU C I111a0JIOHOM
pecypca,

— KoHTpo/b coCTOsIHYS PeryiuK pecypca;

— ABTOMaTHueckoe  TOAJEep)KaHWe  3a/JaHHOTO
KO/IMUeCcTBa peIvIMK pecypca TMpU OTKa3e y3/a
XpaHeHUs WY TyJia XpaHeHwUsl.

HoBele dynkuuu rpaduueckoro WEB-uHTepdeiica
yripaByieHus CX/I:

— JlokanbHasi ayTeHTU(UKaLMsl T0Jib30BaTesis T10
npotokony OAuth 2.0;

— Dashboard a5t oToGpaskeHHsI COCTOSIHUS Y3/10B,
pPecypCoB U MyJ/I0B XpaHEHHUSl;

— Dashboard pgma  oTtoOpaskeHuWss  JOCTYITHOTO
00BéMa XpaHWIHIIIA.

Mobasena moagep>xka Astra Linux 1.7.7, 1.7.8

Penu3 Beinyien rnog Astra 1.7.7+ un 1.8.2+ ¢ nmatuem

drbd-dkms ans sigep Linux Bepcutii 6.1.x.

Bepcus 0.1 siBsieTcsl 11epBbIM BbIITYy CKOM TIPOAYKTA.

TROK



Pa3paboTtaH rpapuueckuii WEB rHTepderic
ynpassienusi CX/I ¢ GyHKUUAMU:

— AyTeHTH(UKALMS TOb30BATeJIs;

— Co3paHue, U3MeHeHUe, BbIBOJ, I[apaMeTpoB U
yZAaseHue y3/i0B XpaHeHus;

— Co3paHue, u3MeHeHHe, BbIBOJ, [apaMeTpoB U
yJaneHye rpyIi pecypCos;

— Co3paHue, u3MeHeHHe, BbIBOJ, [apaMeTpoB U
ylaneHue 111ab/I0HOB peCcypCoB;

— Co3panue, u3MeHeHVe, BbIBOJ, IlapaMeTpoOB U
yJaneHve peCcypCos;

— BrIBog mapameTpoB TOMOB;

— BbIBOJ, COCTOSIHUS pecypCoB.
Pa3paboTaH MHCTa/ISITOP MAaKeTOB MPOAYKTA.

VHCTanmATop nakeToB BBINOJHAETCS KaK MPUIOKEHUe
B KOMaHJHOW CTpokKe. WHCTa/yiATOp MakeTOB B
VHTEePAaKTUBHOM MEHIO TPeAOCTaB/sieT MO0JIb30BaTesIo
BO3MOKHOCTh BbIOOpa Habopa YyCTaHaB/IMBaeMbIX
KOMIIOHeHTOB. WHcramistop CX/ mnoazepxvuBaet
WCII0JIb30BaHue Katouen. [Ipu 3anmycke uHCTa/uisTopa C
K/TFOYaMy MeHIO He 0TOOpakaeTcsl, ¥ YCTaHaB/IUBAOTCS
KOMIIOHEHThI 3a/laHHble KarouamMu. [lpy  Hanmnumu
3aryIieHHoro rpadguueckoro wHTepdeiica u pabouero
CTOJ1a, VHCTA/UIATOP CX 3aIryCKaeTcs C

WCI0/Ib30BaHKeM rpaduueckoro uHTepgeiica.



